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IMPEGNO, SOSTEGNO, FUTURO

ONLUS






Place: ___________________________________________
Date:_________________________________________
APPOINTMENT OF AN EXTERNAL PROJECT MANAGER FOR DATA PROCESSING

Subject: Art. 29 of Italian Legislative Decree. N. 196/03 - Appointment of External Project Manager for the processing of personal data of patients for scientific research purposes.

Ring14 Italy Onlus Association, based in Reggio Emilia (RE) in Via Victor Marie Hugo 34, as owner (hereafter collectively referred to as "Owner") of the personal data, including sensitive and genetic information of their patients contained within their own database and in their paper files.
Project Manager Dr. ________________________________________
	Name

	Surname


	Specialization / Title


	Institute


	Work address

	Postal Code

	City/Country

	Home address


	Postal Code

	City/Country

	Telephone:

	Cell Phone:

	Fax:

	E-mail: 


(hereafter referrred to as " Project Manager ")
Summary of the project or purpose for which access is requested:
Access is required from day ____________________________ until day _________________________

Given that

External Project Manager of personal data (common, sensitive and of genetic nature) of patients, and in relation to the aims of the projects to which they collaborate in their role as a researcher. All the powers necessary for the fulfilment of the obligations imposed by law shall be granted.

The data processing operations shall be carried out by the Project Manager in accordance with the criteria and procedures prescribed by the medical professional ethics and subject to professional secrecy. Data processing shall be lawful and transparent and in full compliance with the Italian Privacy Code and the general authorization of the processing of genetic data, and any subsequent amendments (''General Authorisation"), imposed by the Owner for the fulfilment of the obligations inherent to the project/s which they participate / cooperate.

The data processing shall be done after evaluation of the project by the President of Ring14 Italy and Scientific Coordinator, in accordance with the information given to patients and family members in compliance with art. 13 of the Italian Privacy Code that the Project Manager shall be aware of and is required to apply.

The Project Manager shall have access to the Association's database through specifically requested authentication credentials. The read-only access shall limit access to the information strictly related to the project which they are taking part, for a period of time not exceeding that necessary for the stated purposes for which it is collected, and without the possibility to access complete patient records, but to access only encrypted data. Only in exceptional cases, if required by a particular complexity of the project, and then only after an evaluation of the Board of Directors, shall the Project Manager be granted access to all the de-encrypted information in order to access complete patient records
Such conferral of the appointment is subject to the evaluation by the Scientific Coordinator which shall deem the Project Manager suitable in terms of professionalism and in guaranteeing full compliance with the current provisions concerning personal data processing.

The Project Manager shall agree, among other stipulations to:

· perform data processing operations of the patients’ records respecting professional secrecy, and legal obligations and regulations;
· refrain from processing patient data for additional and / or incompatible purposes which different from those listed above as well as to communicate such data to unauthorized third parties without the prior written permission or, in any case, to the person who has the necessary authority;
· ensure that the data processed are complete, accurate, current and relative to the processing purposes;
· inform patients and their families, upon their request, on the nature of the data collected, the purposes and the way they are processed, as well as collaborate with the Association in the management of the access requests received in accordance with articles. 7 et seq. of the Italian Privacy Code;
· safeguard the confidentiality, integrity and completeness of the data, according to Italian legislative art. 31 et seq. and Annex B of the Italian Privacy Code, as amended, and also the General Authorisation. In particular, the Project Manager shall undertake to access the system using only the personal authentication credentials given to them by the Owner (including user ID and password), and store them with the utmost confidentiality and secrecy;
· allow verification and control by the Owner, which includes also any appointed assistant who is responsible for specifically carrying out processing activities in compliance with the Privacy Code and the directives and instructions issued by the Owner themselves;
· promptly inform the Owner of any relevant issue for the purposes of compliance with these guidelines and, more generally, of the provisions of the Italian Privacy Code;
· work with the Owner in the event of requests for information or in carrying out checks and accesses by the necessary Authorities in order to protect the personal data and the organization's activities.
· make any new data collected available, by virtue of the research performed, no later than their publication in scientific journals.

· In the event that the Owner uses the information contained in the database for purposes of study and advances in the knowledge for the care and treatment of Ring14 syndrome and all the aberrations related to chromosome 14, the Owner shall be permitted to use the association’s registered trademark and to thank the affiliated families, as a reference for both the research project (if funded by them) and as Owner of the data bank by indicating the name, address and website of the association.

The Association shall be entitled to publish on its website, open to the public, all scientific publications produced through the use of their Database and / or through their funding.
The Project Manager shall have the necessary powers to ensure that the patient data processing operations are conducted in full compliance with laws and regulations, including a security profile. They shall be responsible, even to the Owner and interested Third Parties, of any unlawful processing of personal data of patients or of the loss, theft, damage and / or destruction of the data.

This appointment shall take effect upon the signing for acceptance by the Project Manager and is valid only for a fixed period until the project expires or until:
- Revocation expressed by the Owner or the Board of Directors;

- Termination of the collaboration with the Project Manager and / or participation in the project;

- Termination for any reason whatsoever of the project in which the Project Manager participates.

The Owner and the Board of Directors have the right to revoke this appointment at any time with immediate effect by written notice to the Project Manager

In case of termination or revocation of this appointment, the Project Manager shall return to the Ring 14 Association all the documents in their possession or files containing the processed personal data (including any back-up copy), to eliminate the data from their computers or any electronic device or any other data storage device available to them and in any case not to use the data for purposes incompatible with those stated in this appointment.
Integration of Data Bank
a.
The Project Manager shall have the right to supplement the information in the data bank by sending to the Ring14 association new Sensitive Data for patients under their care, only with patient and / or parental permission, to be collected through the reporting form pursuant to Italian Legislative art. 13 of Legislative Decree 196/2003 and subsequent amendments to these Regulations.

b. 
The association is willing to cooperate with the Project Manager in the event of new requirements related to missing data to be collected from families.

c. 
The association is available to implement the Bank's data management software, adding new fields, upon the express written request of the Project Manager.

d. 
The Association is available, via their computer programmer, to process any type of query and statistics that may assist the Project Manager, if they are not already listed in the Home Page.
The databank owner

The owner of the Data Bank is the Ring 14 Association.

Copyright
The Database and data collection questionnaires for families are covered by Copyright which is owned by Ring14 Association.

Please fill out this agreement and submit it to the following address:

Association Ring14 Italy - Via F.Gioia 5; 42124 Reggio Emilia - Italy

With best regards

The owner - 14 Italy Onlus Association RING

For acceptance - The Project Manager
Annex A - Definitions

In this act of appointment, the following terms shall be interpreted according to the following definitions:

· Patient: the person suffering from the Ring14syndrome and all aberrations connected to chromosome 14 who is referred to in the personal data, including sensitive and genetic information.
· Personal data: any information concerning a physical person, legal person, entity or association, identified or identifiable, directly or indirectly, through reference to any other information including a personal identification number. This concept also covers the participant family member’s data.
· Sensitive data: personal data disclosing the participant's health status;
· Genetic data: the genetic test results or any other information that, regardless of the type, identifies the genotype of a transmissible individual within a group of people linked by ties of kinship.
· Processing: any operation or set of operations, carried out also without the aid of electronic instruments, concerning the collection, recording, organization, storage, consultation, processing, modification, selection, extraction, comparison, use, interconnection, blocking, communication, dissemination, cancellation and destruction of patient data including any sensitive and /or genetic information;
· Owner: Ring14 Italy Association, based in Reggio Emilia, Via Victor Hugo n. 34.
· Project Manager: any physical person, legal person, public administration or any other body, association appointed by the Owner to process personal data.
· Appointed assistant: any individual authorized to perform processing operations by the owner or Project Manager.

· Data Bank: the organized set of personal data and sensitive and genetic information of patients divided into one or more units located or in one or more sites, and /or in paper files. 
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